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Adaptive Histogram Equalization (CLAHE) and Gamma Correction, Hashing; Privacy-Preserving
followed by feature extraction with ResNet-128D, key-based  Authentication; Real-Time
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256 hashing. Evaluation results demonstrated an accuracy of

86.09%, precision of 100%, recall of 86.09%, and F1-score of

92.52%, with an average latency of 281.71 ms, remaining well

below the operational threshold of 500 ms. Offline pre-processing

improved the F1-Score by 7.50% on large datasets and 7.28% on

smaller datasets without sacrificing processing speed. From a

security perspective, the system achieved zero false acceptances

(FAR = 0%) and allowed template regeneration when

compromised, reinforcing privacy preservation. These findings

validate the feasibility of combining cancelable biometrics with

cryptographic hashing to balance accuracy, speed, and security in

practical attendance systems. The research underscores its

broader applicability to access control and public security, while

future work should emphasize adaptive pre-processing, diverse

hardware validation, and hardware acceleration for robust real-time

deployment.

1. Introduction

Face recognition has rapidly emerged as one of the most widely adopted biometric
technologies across education, public security, and commercial applications, primarily
due to its speed, non-intrusive nature, and adaptability. Despite its practical
advantages, the storage of facial embeddings without proper protection exposes
users to significant risks, including face reconstruction, attribute inference, and
identity misuse. Since embeddings are inherently non-revocable, safeguarding them
at the representation level has become a critical requirement (Abdullahi et al., 2024;
Banerjee et al., 2025; Kaushik et al., 2025). A number of protection strategies have
been introduced to address these concerns. Fully Homomorphic Encryption (FHE)
offers strong privacy guarantees but is often hindered by heavy computational
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overhead and latency, which makes it less suitable for real-time deployment without
aggressive optimization (Chen et al., 2025; Serengil & Ozpinar, 2025; Bharat et al.,
2024). Research has attempted to adapt FHE-based schemes for scalable biometric
matching, including 1 identification settings, yet performance bottlenecks remain a
practical obstacle (Choi et al., 2024). Lighter-weight alternatives such as cancelable
biometrics and cryptographic hashing have gained attention for their ability to
generate renewable, compact templates that support fast and secure matching.
These methods allow template regeneration in case of compromise, providing an
effective trade-off between computational efficiency and privacy preservation (Ali et
al., 2024; Song et al.,, 2024; Mi et al.,, 2023). Additional techniques such as
randomized frequency transformations (Mi et al., 2023) and template cloaking
methods (Bai et al., 2023; Banerjee et al., 2025) have also been proposed to mitigate
leakage from latent face representations. The gap that remains is the lack of end-to-
end evaluation of such methods in real-time operational environments, particularly
within school attendance systems where fast and reliable 1 matching is required. This
study addresses that need by assessing a lightweight pipeline that integrates
cancelable biometrics with hashing while maintaining accuracy and usability under
real-world constraints (Xu et al., 2025).

2. Methodology

This study employed a quasi-experimental design with a quantitative approach to
develop and evaluate a secure and efficient real-time face recognition—based
attendance system. The participants consisted of students and teachers, whose facial
data were collected through a web-based registration process using device cameras. A
total of 115 face samples were obtained, each meeting image quality requirements and
representing variations in illumination. Face acquisition was conducted under diverse
lighting, viewpoints, and expressions to ensure system robustness. Images were
optionally pre-processed using Contrast Limited Adaptive Histogram Equalization
(CLAHE) and gamma correction to normalize brightness levels. Feature extraction
relied on the ResNet-128D model, producing 128-dimensional embeddings. These
embeddings were then transformed through key-based random projection, binarized
into a 128-bit template, and secured with SHA-256 hashing for auditability and privacy
protection. Such an approach aligns with strategies that shield latent facial
representations against privacy attacks (Kaushik et al., 2025) and complements
emerging schemes such as vector similarity encryption using partially homomorphic
techniques (Serengil & Ozpinar, 2025). Matching was performed within the binary
domain using Hamming distance, a computationally lighter method than floating-point
comparisons. The system architecture integrated a Python-based backend for biometric
processing and a Laravel-based frontend for attendance management, connected via
WebSocket to support real-time communication. The evaluation metrics included
accuracy, precision, recall, F1-score, and end-to-end latency, measured on a laptop
with an Intel i5 processor and a 720p camera. The design of the experiment considered
ethical aspects, including participant consent and data handling aligned with privacy-by-
design principles, while leveraging insights from recent advances in secure face
verification frameworks (Kaushik et al., 2025; Serengil & Ozpinar, 2025).
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3. Results

The evaluation of the attendance system integrating cancelable biometrics and
cryptographic hashing was carried out to measure accuracy, processing speed, and
biometric data protection. A total of 115 facial samples were collected from volunteers
through web-based registration and tested under variations of lighting, pose, and
expression to represent practical school environments. Each image was processed
using the ResNet-128D model to generate 128-dimensional embeddings, followed by
key-based random projection, conversion into a 128-bit binary template, and SHA-256
hashing. Matching was performed exclusively in the binary domain using Hamming
distance, while the resulting hashes were stored only for auditing purposes. All
experiments were conducted on a MacBook Pro M1 with a 720p camera, using Python
for biometric processing and a Laravel-based frontend connected through WebSocket
for real-time interaction.The system achieved 86.09% accuracy, 100% precision,
86.09% recall, and a 92.52% F1-score, with an average latency of 281.71 ms from input
to output, remaining well below the 500 ms operational threshold. These findings
demonstrate that binary-domain matching significantly reduces computational cost
without sacrificing recognition performance compared to floating-point calculations such
as Euclidean distance.

Table 1. Performance Metrics

Metric Value
Total Samples 115
Accuracy 86.09%
Precision 100.00%
Recall 86.09%
F1-Score 92.52%
Avg. Latency 281.71 ms

From a security standpoint, each generated hash was unique to the individual, and
even in cases where binary templates appeared similar, the cancelable biometrics
mechanism allowed regeneration with different projection keys without degrading
accuracy. Importantly, no false acceptances were recorded (FAR = 0%), confirming that
unauthorized identities could not be matched. Additional experiments under low light,
off-angle faces (x30°), and varied expressions indicated a minor reduction in recall
when pre-processing was not applied, though precision remained at 100%. With CLAHE
and gamma correction enabled, recall values approached baseline levels, proving the
importance of pre-processing for robust recognition. Stress testing in multi-user
scenarios, where several faces appeared simultaneously in one frame, showed the
system could still deliver response times under 500 ms per face, validating its
scalability. Changes in expression such as smiling, talking, or partial mouth occlusion
did not significantly affect accuracy, whereas accessories like masks and sunglasses
reduced confidence scores and occasionally led to false rejects. Overall, the results
confirm that cancelable biometrics combined with cryptographic hashing provides an
optimal balance of accuracy, speed, and security. The system demonstrated reliable
performance for school attendance applications requiring real-time identification and
offers the flexibility to be adapted for broader deployment in environments where
privacy-preserving biometric authentication is essential.
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Figure 1. Stages of Face Transformation: From Pre-processing to 128D Embedding and
128-bit Binary Template

(A schematic diagram illustrating the process: Input Face Image — Pre-processing
(CLAHE, Gamma Correction) — ResNet-128D Embedding — Key-based Random
Projection — 128-bit Binary Template — SHA-256 Hashing)

4. Discussion

The findings of this study confirm that pre-processing with CLAHE and gamma
correction significantly enhances system resilience under low-light conditions. Offline
pre-processing improved the F1-Score by 7.50% on large datasets and 7.28% on
smaller datasets without reducing average processing speed, consistent with prior
work showing that illumination normalization is critical for reducing facial variability
caused by environmental factors (Zhao et al., 2021; Choi et al., 2020). However,
applying pre-processing in real-time video pipelines introduced latency, reducing FPS
by 2.25% on large datasets and 3.78% on smaller datasets, which aligns with earlier
research highlighting the computational overhead of online enhancement methods (Li
et al., 2019). Despite these improvements, the system showed limitations when low
illumination coincided with motion blur, as the applied pre-processing methods were
insufficient to restore degraded image quality. This suggests that temporal information
in video requires complementary strategies such as temporal smoothing or multi-
frame fusion, which have been proposed in other studies but were not implemented
here. Methodologically, the research is strengthened by evaluation across datasets of
different sizes, offering sensitivity analysis regarding sample volume. Nevertheless,
testing on a single hardware setup (MacBook Pro M1, 8 GB RAM, built-in 720p
camera) and one embedding model (dlib-ResNet) limits generalizability, underscoring
the need for validation across diverse platforms and architectures.

From a practical standpoint, the results indicate that offline pre-processing is
optimal for attendance systems in relatively stable educational datasets, striking a
balance between speed and accuracy. In contrast, dynamic environments such as
surveillance or real-time verification require additional optimization to preserve frame
rates. This aligns with research on cancelable biometrics and cryptographic hashing,
which highlights their scalability and capacity to regenerate secure templates without
compromising recognition (Ali et al., 2024; Song et al., 2024). Moreover, privacy-
preserving approaches such as randomized transformations (Mi et al., 2023),
template cloaking (Bai et al., 2023; Banerjee et al., 2025), and shielding latent
representations (Kaushik et al., 2025) reinforce the value of embedding protection
against reconstruction or misuse. The implementation of SHA-256 hashing in this
work complements earlier proposals for homomorphic encryption in face recognition
(Bharat et al., 2024; Chen et al.,, 2025; Serengil & Ozpinar, 2025), providing a
lightweight alternative suitable for real-time use. While fully homomorphic encryption
ensures strong security, its computational costs remain prohibitive (Choi et al., 2024),
making hybrid methods—such as combining cancelable biometrics with cryptographic
hashing—more practical for operational systems. Similarly, efficient frameworks like
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Pura (Xu et al., 2025) illustrate that integrating privacy-preserving techniques with
scalable architectures can improve both robustness and compliance with data
protection regulations.

Looking ahead, future work should explore adaptive pre-processing powered by
lightweight deep learning models capable of adjusting corrections dynamically to
environmental conditions. Integrating approaches such as encrypted similarity
computations (Serengil & Ozpinar, 2025) with cancelable biometrics may provide
stronger guarantees of template security. In addition, combining multi-frame
processing with representation-shielding methods (Kaushik et al.,, 2025) and
biohashing techniques (Song et al., 2024) can offer a more comprehensive response
to the dual challenges of accuracy and privacy. Overall, these directions would
position face recognition systems not only as technically efficient but also as privacy-
aware solutions consistent with current demands for secure biometric technologies.

5. Conclusion

This study demonstrates that the integration of pre-processing techniques such as
Contrast Limited Adaptive Histogram Equalization (CLAHE) and Gamma Correction
can substantially improve the robustness of face recognition systems under low-light
conditions without compromising processing speed. Offline pre-processing proved to
be the most effective strategy across both small and large datasets, with F1-Score
improvements of 7.50% and 7.28% respectively, while maintaining a stable average of
24-25 frames per second. The combination of these methods with a cryptographic
hashing framework for embedding storage strengthens security by aligning with
cancelable biometrics and privacy-preserving face recognition principles. This
ensures not only technical performance gains but also greater protection of biometric
data, which is increasingly important in the context of data protection regulations such
as GDPR and Indonesia’s Personal Data Protection Law (UU PDP). The study is
limited by its reliance on a single hardware platform (MacBook Pro M1 with built-in
720p camera) and a single embedding architecture (dlib-ResNet), which restricts
generalizability to other computational environments and models. Moreover, the
current pre-processing pipeline is not optimized to simultaneously handle motion blur
and low illumination, both of which remain critical challenges in real-world video
applications.

The implications of these findings extend beyond educational attendance systems
to broader use cases such as institutional access control and public security
applications. The methodology can be adapted to resource-constrained environments
where real-time processing is required, making it relevant across diverse biometric
authentication contexts.Future research should focus on four directions: (1)
integrating adaptive pre-processing techniques based on lightweight deep learning to
automatically adjust corrections to environmental conditions, (2) testing across a
wider range of hardware and embedding models to validate performance consistency,
(3) implementing temporal smoothing or multi-frame fusion to mitigate degradation in
video data, and (4) exploring hardware acceleration solutions such as GPUs or NPUs
to sustain high FPS during real-time pre-processing. In conclusion, this research
provides evidence that appropriate pre-processing optimization, combined with
cryptographic hash-based protection, can yield a face recognition system that
balances accuracy, efficiency, and security. Such advances offer promising
opportunities for developing biometric technologies that are both technically reliable
and privacy-conscious.
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